Risk & Compliance Advisory

The scope of the risk management process needs to be defined to ensure that all relevant
processes are taken into account in the risk assessment. In addition, the boundaries need to be
identified. Information about the organization should be collected to determine the environment
it operates in and its relevance to the risk management process.

In this process, the following area need to be addressed:

- The organization's strategic business objectives, strategies and policies;

- Business processes;

- The organization's functions and structure (including IT);

- Legal, regulatory and contractual requirements applicable to the organization;

- The organization's policies;

- The organization's overall approach to risk management;

- Physical and information assets;

- Locations of the organization and their geographical characteristics;

- Constraints affecting the organization;

- Expectation of stakeholders;

- Socio-cultural environment;

- Interfaces (i.e. information exchange with the environment and B2B partners);

- GRC - Governance, Risk and Compliance optimized function;

- Data privacy and protection risks;

- General / Industriy compliance regulations - PCI DSS, SOX, Basel |l, GDPR - EU General
Data Protection Regulation, ASF Norm 6, NBR/Transfond, MCSI, ISO 37001:2016 - Anti-bribery
management systems, Pharma regulations, ...

Governance and Responsibilities

Which functions are responsible for assessing and responding to risks in the organisation?

What are their reporting lines?
What are their relative responsibilities?
To what extent do the different functions involved in risk identification/management work
to a common agenda?
- To what extent do the different functions connect their risk related activities?

Our Approach To Risk




Risk & Compliance Advisory

Better Business _

Initiatives qur 5:odte Risks APPROACH TO RISK
Reduce costs i - NewProduct | L vions S Executive
L andstimulate | Development nAirdr;ta Managemen
= revenue : o
D : = Revenue =
E § ! = growth | T = Board
1 = o = i
@ ™ |Growthin market | ! LEELTE = S = s
o = i @ |Supply chain| S Resource | S [management
o b : = £ [management| = Audit
c 0 ! = [ = Committee
7] : .
':Eu Q Innovation — new | | = IT EL Finance& | @
= product :[ ] E Development| & Tax = | Compliance g o
= . = upervising
" @ | development : g (5] = Authorities
o) q 'g:_ Tracking Legal b
- Portfolio = Financial Edernsl
Management | _ Mew Assurance Audit
; Compliance technology HR '

Governance & Rizk Management Reporting & Toolz Cy
Crganization Strategy Communication & Technology &C

—

> Risk Management Components —€&————

LESS Risks —

2/2


https://asfromania.ro/files/engleza/legislation/Norma%204%202018_EN%20--converted.pdf
https://asfromania.ro/files/engleza/legislation/Norma%204%202018_EN%20--converted.pdf
https://asfromania.ro/files/engleza/legislation/Norma%204%202018_EN%20--converted.pdf
https://asfromania.ro/files/engleza/legislation/Norma%204%202018_EN%20--converted.pdf
https://asfromania.ro/files/engleza/legislation/Norma%204%202018_EN%20--converted.pdf
images/BNR_Regulament_nr._3_din_1.aug_v2.pdf
images/BNR_Regulament_nr._3_din_1.aug_v2.pdf
images/BNR_Regulament_nr._3_din_1.aug_v2.pdf
images/BNR_Regulament_nr._3_din_1.aug_v2.pdf
images/BNR_Regulament_nr._3_din_1.aug_v2.pdf
images/BNR_Regulament_nr._3_din_1.aug_v2.pdf
https://eba.europa.eu/documents/10180/2164689/Guidelines+on+Internal+Governance+%28EBA-GL-2017-11%29_EN.pdf/531e7d72-d8ff-4a24-a69a-c7884fa3e476
https://eba.europa.eu/documents/10180/2164689/Guidelines+on+Internal+Governance+%28EBA-GL-2017-11%29_EN.pdf/531e7d72-d8ff-4a24-a69a-c7884fa3e476
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&amp;from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&amp;from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&amp;from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&amp;from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&amp;from=EN
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
images/GDPR%20EN-RO%20v8.pdf
https://ec.europa.eu/info/law/payment-services-psd-2-directive-eu-2015-2366/law-details_en
https://ec.europa.eu/info/law/payment-services-psd-2-directive-eu-2015-2366/law-details_en
https://eba.europa.eu/documents/10180/934179/EBA-GL-2014-12+%28Guidelines+on+the+security+of+internet+payments%29.pdf/f27bf266-580a-4ad0-aaec-59ce52286af0
https://eba.europa.eu/documents/10180/934179/EBA-GL-2014-12+%28Guidelines+on+the+security+of+internet+payments%29.pdf/f27bf266-580a-4ad0-aaec-59ce52286af0
https://eba.europa.eu/documents/10180/934179/EBA-GL-2014-12+%28Guidelines+on+the+security+of+internet+payments%29.pdf/f27bf266-580a-4ad0-aaec-59ce52286af0

